


Adjustment of Privacy Settings for Audi vehicles

Thank you for using our service ,Fleet Interface”. The Audi factory settings allow data transmission into your company interral fleet
management systems. Privacy settings may be checked and adjusted manually in your vehicles’ HMI. This document provides a step-
by-step instructions for checking and manually adjusting vehicle privacy settings.

Please make sure to follow the steps as described:

o Register vehicle for the service “Fleet Interface” via the system API (please find more information in our development guide
chapter 4 "Use Cases”, sub chapter 4.2 “Vehicle Registration”) in our customer portal.

e Check vehicle registration within Fleet Interface via the end point “Vehicle Registration” (please find more information in our
development guide chapter 4 “"Use Cases”, sub chapter 4.2 "Vehicle Registration”)in our customer portal.

e After completed registration: view and adjust privacy settings “Share vehicle Location” in vehicle HMI using the guide on the
following pages.

Important Notice:
For MIB3, privacy settings are configured according to

the Fleet Interface Data Order Form. PPE/PPC and

MOD?5 vehicles are configured with Privacy by Default,
i.e. mobile data off and privacy on. Use the guide on
the following pages to view and adjust the privacy
settings manually.
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Adjustment of privacy settings for all combustion engine
and battery electric vehicles with PPC/PPE architecture.
From model year 2025: A5, S5, RS5, Q5, SQ5

From model year 2026: A6, S6, RS6;

From model year 2027: Q7, SQ7;

Additional models: A6 e-tron, Q6 e-tron, Q9

Adjustment of privacy settings for all combustion engine
and battery electric vehicles with OI@A MOD5 architecture:
From model year 2026: Q3

From model year 2027: A2 e-tron, A3, Q4 e-tron




Adjustment of privacy settings for all combustion engine vehicles with MIB3
architecture.
e.g. A4, A6, A8, Q5, Q7, Q8 etc.

Note: Privacy settings do not need to be adjusted as long as no changes have been made to the factory settings.

Step 1 Step 2
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In the main menu of your vehicle, swipe through The settings submenu will open. Locate the Privacy
the menu until you find the settings tile tile (“Privatsphare”). Select the icon for the privacy
(“Einstell.”). Select the Settings (“Einstell.”) icon. settings (“Privatsphare”).

Step 3

The privacy settings of your vehicle will open. The factory setting for
e privacy activation (“Privatsphare aktivieren) is inactive, indicated by the
O g rivatsphére slider in the left position. If the slider next to enable privacy

@) | |Privatsphare aktivieren ) |© (“Privatsphare aktivieren) is active, indicated by the sliderin the right
position, the vehicle will not send data. Deactivate this function, by
moving the slider to the left position, and data will be sent.

/ Onlinedienste




Adjustment of privacy settings for all combustion engine and battery electric
vehicles with PPC/PPE architecture.
e.g. A5, A6 e-tron, Q5, Q6 e-tron, etc.

Note: Privacy by Default (mobile data OFF and privacy ON)

Step 1 Step 2

In the main menu of your vehicle, swipe through the menu The settings submenu will open. Scroll through the menu

until you find the settings tile. Select the settings until you find the Data Protection tile. Select the
("Einstellungen”) icon. ("Datenschutz") icon to open the data protection settings.

Step 3 Step 4

ﬁbgglllh\m Einstellungen

The data protection submenu will open. Scroll through the If the slider next to Location for Online Vehicle Services is not

menu until you find the Online Vehicle Services tile. Select active, activate this function. Without this activation, the
the (“Fahrzeugbezogene Online-Dienste”) icon to open the vehicle will not be able to send data. Select the Service

online vehicle services settings. Overview tab to open the available vehicle services menu.



Adjustment of privacy settings for all combustion engine and battery electric
vehicles with PPC/PPE architecture.

e.g. A5, A6 e-tron, Q5, Q6 e-tron, etc.

Note: Privacy by Default (mobile data OFF and privacy ON)

Step 5

The Service overview submenu will open. Scroll through the
menu until you find the Available Vehicle Services
("Verflugbare fahrzeugbezogene Dienste”) tile. The available
vehicle services are listed here. The positions of the slider
next to the service indicates the activation status. The slide
will be positioned to the right if the service is active, or to the
left if the service is not active.



Privacy settings & online services for OI@A vehicles with latest (MOD5) HMI
Note: Privacy by Default {mobile data OFF and privacy ON)

Step 2

Step 1

T =, Driver assist
(5

@ Privacy B s

Warning message

Odometer: fault. Please contact workshop

) | ”*35 Langlisges

manager

Camera (@) Microphone (@) Location

Locate and select the Bell iconin the upper left corner of the A menu will open and can be expanded if needed. Locate and
main HMI screen. select the Privacy tile from the menu.
Step 3 Step 4

Further information

Locate and select the Vehicle-related online services from the The Privacy settings tab will open. Tabs with the overview of

sub-menu. services and further information can also be selected from here.



Adjustment of privacy settings for OI@A vehicles with latest (MOD5) HMI

Note: Services which are protected by the fleet manager and cannot be changed in the vehicle appear grayed out in the HMI. Both
activated services and services that are not activated may appear with the green slider in the ON position.

Note 1: Protected Services

Attempting to modify a protected service is not
possible in the vehicle and triggers a pop up
message.

Operation not possible. This online service is protected by the
fleet operator.

Selecting the chevron opens the service detail
screen where the explanation is displayed.

ot be deactivated for the following reason:
protected by the fleet operator and you cannot deactivate it in the vehicle.

Note 2: Services which are Not Activated Both activated services and services that are
not activated may appear with the green slider
in the ON position. This will be fixed in a later
sofware version.

To determine if the service is activated, select
the chevron. This opens the service detail screen
where the service activation state, activated or
not activated, is shown. If the service is not
activated, the reason will also be displayed (ex.
no license, deactivated in vehicle, etc.) Services
that are protected by the fleet manager will
B e percr a0 ot caanot descthvate tin the vehiin always state the service cannot be deactivated,
even when the service is not active. This will be
fixed in a later sofware version.

lowing factors lead to deactivation:

A



Service names & descriptions for OI@A vehicles with latest (MOD5) HMI

Service Name Note: Some of the B2B service names that appear in the HMI of OI@A vehicles are the technical identifiers. Please refer
to the table below for the corresponding non-technical name and description.

Order Form Name Name in HMI Service Name Service Description
With Range Data for Fleet Management, fleet
Cruising Range Data P-B2B-CruisingRange-Fleet- Range Data for Fleet managers may receive the current remaining range
blocked Management of the vehicle. The service must be activated for data

to be transmitted from the vehicle.

With Charging/Fuel Level Data for Fleet
Management, fleet managers may receive the
current vehicle state of charge and/or fuel level. The
service must be activated for data to be transmitted
from the vehicle.

P-B2B-EnergylLevel-Fleet- Charging/Fuel Level Data

EMEEY; S DR blocked for Fleet Management

With Maintenance Data for Fleet Management, fleet
managers may receive information about the next
service date and next service mileage for the vehicle.
The service must be activated for data to be
transmitted from the vehicle.

P-B2B-MaintenanceData-Fleet- Maintenance Interval Data

FETTIETAITES (D blocked for Fleet Management

With Milage Data for Fleet Management, fleet
managers may receive the mileage each time the
vehicle ignition is turned on/off. The service must be
activated for data to be transmitted from the
vehicle.

Milage Data for Fleet

Administrative Base P-B2B-Mileage-blocked
Management

With Dashboard Warning Data for Fleet
P-B2B-VehicleWarnings-Fleet- Dashboard Warning Data Management, fleet rmanagers may eceive the.
information about active dashboard warning lights
blocked for Fleet Management . . .
for the vehicle. The service must be activated for

data to be transmitted from the vehicle.

Warning Lights Data



Notes on repeating service names in the privacy settings for OI@A MOD5

Nbtel Irhere will be services like Positional data which appear several times. Depending on the fleet manger's configuration, they may
be protected, indicated by grayed out text. If protected, the setting cannot be changed in the vehicle. The activation status is stated
below the service name. If the serviceis not protected it may be turned off. If the service is subsequently turned back on, the text
will appear again, sometimes with a delay of a few minutes.

Note 1: Protected Services 4 - wacysettings  ( Overviewof services ) Further information

Positional data services which are protected by
the fleet manager appear grayed out in the HMI
and cannot be changed in the vehicle. Attempting
to modify a protected service triggers a pop up
message.

Operation not possible. This online service is protected by the
fleet operator.

Note 2: Unprotected Services

Positional data services which are not protected
by the fleet manager can be changed in the
vehicle. Selecting the chevron opens the service

??iis’itibna‘l data

The following factors lead to deactivation:
vehicle.

A

detail screen where additional infomation
about the service is displayed.

shicle-related online services.




Repeating service names & descriptions for Ol@A MOD5 HMI

Service Name Note: The B2B service name Positional Data appears twice in the HMI because there are protected and
unprotected versions of the service. Services which are protected by the fleet manager and cannot be changedin the
vehicle appear grayed out in the HMI. Please refer to the table below for the corresponding non-technical name and
description. This will be fixed for A2 e-tron an Q4-etron with production date after cw 04/2027 and for the Q3 and A3 in a
later software version.

Order Form Name  Name in HMI Service Name Service Description
With Location Light Data for Fleet Management, fleet
Park Position Data for managers may receive the location of the vehicle the last
Fleet Management time the ignition was turned on/off. The service must be
activated for data to be transmitted from the vehicle.

Location Light Data Positional Data



Volkswagen Group Info Services AG
Berliner Ring 2, Brieffach 1080/2
38440 Wolfsburg, Germany

Support email-address: gis-support-fleet-interface@cariad.technology
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